Configure Google Workspace in Google Cloud

Create new project

Go to the Google Cloud Portal using your Admin or Support account.

You need to create an Integration project to handle the request and response between your Google
Workspace and Learn.

Select a project from the dropdown menu at the top of the dashboard.

‘ Select a project ¥ |

Choose your organization and select New Project.

Select froml GEDU.DEMO.ANTHOLOGY.COM ¥ NEW PROJECT :

Q, Search projects and folders

RECENT STARRED ALL
Name ID
B gedu.demo.anthology.com 398542061279

CANCEL OPEN



https://console.cloud.google.com/

You're redirected to the New Project page. Enter a project name, organization, and location for your
institution. Select Create and choose your project. The project name must be a unique identifier and

can’t be changed after you create the project.

= Google Cloud Q 0N

New Project

Project name *
( Anthology

Project ID: anthology-391307. It cannot be changed later. EDIT

Organization *
( gedu.demo.anthology.com

v ’

Select an organization to attach it to a project. This selection can't be changed later.

( Location *

B gedu.demo.anthology.com BROWSE ’

Parent organization or folder

CREATE CANCEL

Set up the consent screen

After you’ve created your project, navigate to APIs & Services from the navigation panel.




Google Cloud 3¢ Anthology ¥ Search (/) for resources, docs, products, and more ‘ Q_ search 1
APls & Services Credentials + CREATE CREDENTIALS @ DELETE x~ RESTORE DELETED GREDENTIALS
Enabled APl & services Create credentials to access your enabled APIs. Learn more [
Library
A Remember to configure the OAuth consent screen with information about your application
Credentials
OAuth consent screen API Keys
Page usage agreements ] Name Creation date Restrictions

No API keys to display

OAuth 2.0 Client IDs

[] Name Creation date Type

No OAuth clients to display

Service Accounts

[] Email Name 4

No service accounts to display

2O @

CONFIGURE CONSENT SCREEN

Actions

Client ID Actions

Manage service accounts

Actions

Select Configure Consent Screen. Select User Type as Internal, then select Create.

The Internal user type limits access to your internal organization. You can control and track usage.
All other external access, such as a personal account, is blocked.

OAuth consent screen

Choose how you want to configure and register your app, including your
target users. You can only associate one app with your project.

User Type
@ Internal @

Only available to users within your organization. You will not need to
submit your app for verification. Learn more about user type (4

O External @

Available to any test user with a Google Account. Your app will start in
testing mode and will only be available to users you add to the list of test
users. Once your app is ready to push to production, you may need to
verify your app. Learn more about user type 2

CREATE

Let us know what you think about our OAuth experience

On the next page, fill out the required fields that are marked with an asterisk.

e App name: enter a name for your institution. This is displayed to the user while logging in

(for example, Anthology Integration).




e Support email: enter a valid support email. This is displayed to the user so that they can
contact Support if any errors occur while logging in.

o Develop contact information email: these email addresses are for Google to notify you of
any changes to your project.

Select Add scopes and Add Drive scope to the application to grant access to Google Workspace.

Enter the scope at https://www.googleapis.com/auth/drive and select Add to table. Select Update,
then scroll down to select Save & Continue.

O fauthfuserinfo profile See your personal info, including any personal info you've
made publicly available

(] openid Associate you with your personal info on Google

.../authfdrive See, edit, create, and delete all of your Google Drive files

O sigauery fauth/bigquery Wiew and manage your data in Google BigQuery and see
APl the email address for your Google Account

O siguery __fauth/cloud-platform See, edit, configure, and delete your Gangle Cloud data and
API see the email address for your Google Account

O  sigQuery fauth/bigquery View your data in Google BigQuery
AP readonly

O  sigQuery . fauth/cloud-platform View your data across Gaogle Cloud services and see the
API .read-only email address of your Google Account

O BigQuery ..fauth/devstorage Manage your data and permissions in Cloud Sterage and
AP full_control see the email address for your Google Account

(] BigQuery ..fauth/devstorage View your data in Google Cloud Storage
AP read_only

Rows perpage: 10w 1-100f26 < D

Manually add scopes

If the scopes you would like to add do not appear in the table above, you can enter them here. Each scope should be on
@ new line or separated by commas. Please provide the full scope string (beginning with "https://"). When you are
finished, click "Add to table”.

l hitps://www.googleapis.com/auth/drive J

ADD TO TABLE

UPDATE

You’ve completed setting up the consent screen.

Google client configuration

Select Create Credentials and then select APl key. The APl key is used to restrict access to APlIs.


https://www.googleapis.com/auth/drive

+ CREATE CREDENTIALS @ DELETE x~ RESTORE DELETED CREDENTIALS

API key
Identifies your project using a simple API key to check quota and access

OAuth client ID
Requests user consent so your app can access the user's data

Service account
Enables server-to-server, app-level authentication using robot accounts

Help me choose Res
Asks a few questions to help you decide which type of credential to use

After the APl key is created, copy the key ID to store it for integration. Select Close.

In Create Credentials, select OAuth ClientID. Access to your Google Workspace is based on
ClientID access.

=+ CREATE CREDENTIALS W DELETE x~ RESTORE DELETED CREDENTIALS

APl key

Identifies your project using a simple API key to check quota and access

OAuth client ID
Requests user consent so your app can access the user's data

Service account
Enables server-to-server, app-level authentication using robot accounts

Help me choose Restrictions

Asks a few questions to help you decide which type of credential to use N
one

In the Client Configuration page, fill out the following details. When you’re done, select Create at
the bottom of the page.

e Application type: web application
e Name: a name to identify the client




The authorized redirect URIs are based on the region you’re in. Go to Blackbloard’s help page at
https://help.blackboard.com/Learn/Administrator/SaaS/Integrations/Google_Workspace#configur
e_google_workspace to get the correct URIs for your

= Google Cloud 8 Anthology ¥ J Search (/) for resources, docs, products, and more ‘ Q search \ i @ @ o
API APIs & Services & Create QAuth client ID

%+ Enabled APIs & services A client D is used 1o identify a single app to Gaogle's OAuth servers. If your app runs en

mulliple platforms, each will need its own client ID. See Setting up OAuth 2.0 (7 for more
it Library information. Learn more [ about OAuth client types.
o Credentials [ Aee type*

| Web application -
% OAuth consent sereen

Name *

Antholagy Client
So  Pageusage nihology Ghen

The name of your OAuth 2.0 client. This name is only used to identify the client in the
conscle and will not be shown 1o end users

The domains of the URIs you add below will be automatically added to
your OAuth consent sereen as auth d domains [2.

Authorized JavaScript origins @

For use with requests from a browser

+ ADD URI

Authorized redirect URIs @

For use with requests from a weh server

URIs1*
hitps:/prod.bb-google-service.api pi/v1 fgoog| g

—+ ADD URI

Note: It may take 5 minutes to a few hours for settings to take effect

CREATE CANCEL
<l

The following OAuth client created pop-up appears.


https://help.blackboard.com/Learn/Administrator/SaaS/Integrations/Google_Workspace#configure_google_workspace
https://help.blackboard.com/Learn/Administrator/SaaS/Integrations/Google_Workspace#configure_google_workspace

OAuth client created

The client ID and secret can always be accessed from Credentials in APIs &

Services
OAuth access is restricted to users within your organization
unless the OAuth consent screen is published and verified
Client ID :
.apps.
gU\.._‘ I_D
Client secret
" @
Creation date June 29, 2023 at 2:35:28 PM GMT+5
Status ® Enabled
¥ DOWNLOAD JSON
OK

Copy the ClientID and the Client secret for your Learn integration because you’ll need them for the
Administrator Panel.

Enable APIs from the App Library
Enable the following APIs from the App Library:

e Google Drive API



Google Drive API
Google Enterprise APl @

With the Google Drive API, you can access resources from Google Drive to create files, manage file sharing, search for files and folders, and more.

e Google Picker API

Google Picker API
Google Enterprise APl @

Google Picker API enables users to select photos, videos, maps and documents stored in Google servers.

Google service account configuration

On the Credentials page, select Service Account. A service account provides and revokes access,
as well as allows you to create and update files in an LTI (Learning Tools Interoperability) shared
drive.

4+ CREATE CREDENTIALS @ DELETE ¥~ RESTORE DELETED CREDENTIALS

APl key
Identifies your project using a simple API key to check quota and access

OAuth client ID
Requests user consent so your app can access the user's data

Service account Restriction

Enables server-to-server, app-level authentication using robot accounts N
one

Help me choose
Asks a few questions to help you decide which type of credential to use

Fillin the service account name and service account ID. The service account ID will likely be a user
email address. Copy the email address and select Done when you’re finished.




&  Create service account

€@ Service account details

Service account name
" anthologycontentmanger ’

Display name for this service account

Service account ID *
‘, anthologycontentmanger X C ’

Email address: anthologycontentmanger@anthology-391307.iam.gserviceaccount.com

O

‘ Service account description ’

Describe what this service account will do

CREATE AND CONTINUE

Grant this service account access to project
(optional)
|
© Grant users access to this service account (optional)

oo N

To set up the key, select the Keys tab of your service account.

Select Add key and then Create new key from the dropdown menu. Select JSON from the pop-up
menu that appears to download a JSON file.

You’ll upload the JSON file to Learn. The JSON file contains all the necessary credentials for file
management on the newly created shared drive.

Create a new Shared Drive in Google Drive and add your new service account as a Content
Manager or manager to the Shared Drive. You can find the folder ID by copying what appears in
the URL field of your browser when you access the folder. Copy everything that appears after
drive.google.com/drive/u/1/folders/



Manage members

| Add people and groups

Athipazham R (you)
Mahager
o athipazham.r@gedu.demo.anthology.com ger ¥

1alog

. y-391307.am.geerviceaccounteom  Convont manager

ay
O7.iam.gserviceaccount.com

Visit the “Google Workspace” help page to continue the configuration of your Google Workspace in
Learn.



https://help.blackboard.com/Learn/Administrator/SaaS/Integrations/Google_Workspace
https://help.blackboard.com/Learn/Administrator/SaaS/Integrations/Google_Workspace

