Environment Testing Checklist
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 Environment Testing Checklist
Managed hosting clients do not need to test the noted (*) items, but you should always test any third-party tools that have access dependencies outside of Managed Hosting. For example, Turnitin.
Add additional item rows as needed.
	Platform Configuration and Environment > Firewall Settings > Ports *

	Completed
	Item Tested
	Notes
	Results

	
	tcp HTTP
	Enter port number. Default is 80.
	

	
	tcp HTTPS
	Enter port number. Default is 443.
	

	
	tcp Collab Server
	Enter port number. Default is 8080.
	

	
	tcp Oracle TNS Listener
	Enter port number. Default is 1521.
	

	
	tcp MS RDP
	Enter port number. Default is 1433.
	

	
	tcp Linux SSH
	Enter port number. Default is 22.
	

	Platform Configuration and Environment > Firewall Settings > Access *

	Completed
	Item Tested
	Notes
	Results

	
	External (Internet) access
	
	

	
	Internal (Intranet) access
	
	

	
	DMZ access
	
	

	
	WiFi access
	
	

	
	3G access
	
	

	
	VPN access
	
	


	Platform Configuration and Environment > Network Topography > Networks *

	Completed
	Item Tested
	Notes
	Results

	
	Internal networks
	Enter network name.
	

	
	External networks
	Enter network name.
	

	
	WiFi networks
	Enter network name.
	

	
	3G/mobile network
	Enter network name.
	

	
	VPN network
	Enter network name.
	


	Platform Configuration and Environment > Network Topography > Third-Party Tools *

	Completed
	Item Tested
	Notes
	Results

	
	Third-party integration
	
	

	Platform Configuration and Environment > Tuning Parameters *

	Completed
	Item Tested
	Notes
	Results

	
	Tuning Parameter
	
	

	Platform Configuration and Environment > Patch Sets *

	Completed
	Item Tested
	Notes
	Results

	
	Patch Set
	
	


	Platform Configuration and Environment > Load-balanced Configuration *

	Completed
	Item Tested
	Notes
	Results

	
	Nodes
	Make sure all are up and running.
	

	
	Data access across different application servers or nodes of the load balancer.
	Verify data can be accessed.
	

	
	User access of components managed on different application servers.
	Verify users can access these items.
	

	Platform Configuration and Environment > Data Storage *

	Completed
	Item Tested
	Notes
	Results

	
	Data storage mount
	Examples: local storage, network storage, and NFS
	

	
	Access to data storage from the application and database servers
	
	

	
	Read operations
	
	

	
	Write operations
	
	

	
	Snapshot operations
	
	

	
	Clone operations
	
	

	
	Archive operations
	
	

	
	Restore operations
	
	


	Platform Configuration and Environment > Security Configuration

	Completed
	Item Tested
	Notes
	Results

	
	Verify web server uses high-strength ciphers only.
	Examples: SSLv3, TLSv1
	

	
	Verify SSO provider uses strong policy enforcement.
	Examples: strong passwords, password reset cycles, and throttling/locking. Ensure this functionality is operational.
	

	
	Verify session timeout values in bb-tasks.xml are set to reasonable levels.
	The default is up to 4 hours and should be reduced based on your institution’s policy. 
	

	
	If using Content Management, ensure persistent cookies are disabled.
	
	

	
	Verify session fingerprinting is enabled and enforced.
	Customers using Learn Mobile should enable only session fingerprinting but should not enforce it because it would cause access issues for customers accessing Learn from Mobile.
	

	
	Verify Guest Access at gateway level.
	
	

	
	Verify Guest Access at course tools level.
	
	

	
	Verify Guest Access at default course settings level.
	
	

	
	Verify Guest Access at the default organization level.
	
	

	
	Verify Guest Access at the settings level.
	To perform Guest Access checks, access Learn as a guest user or observer user from each of these places and ensure it is effectively enforced.
	

	
	Verify Global Cross-site Scripting Security Control is enabled and set to the strictest setting.
	
	

	
	Ensure roles have the least number of privileges needed to complete their tasks and responsibilities.
	For example, not all users need the Add/edit trusted content with scripts privilege. Consider creating a new role, assign only those users to the role, and grant that role the privilege.
	

	
	Verify load-balanced instances are forwarding the client IP addresses.
	
	

	
	Verify each application instance is capturing the X-Forwarded-For header.
	If this does not happen, logs will all show activity as the load balancer IP address significantly reducing ability to investigate security incidents.
	

	
	Verify grade history is enabled.
	
	


	Platform Configuration and Environment > Security Configuration (continued)

	Completed
	Item Tested
	Notes
	Results

	
	Verify grade history cannot be flushed.
	
	

	
	Verify grade history cannot be disabled.
	
	

	
	Verify the system is up to date in patching and configuration recommendations.
	Do this by checking Behind the Blackboard for relevant security advisories.
	

	
	If using Learn 9.1 SP8, upgrade to the latest version of Apache HTTP Server and thus OpenSSL.
	
	


	Platform Configuration and Environment > SSL Choice Settings

	Completed
	Item Tested
	Notes
	Results

	
	If your institution has different SSL settings, verify them upon upgrade.
	
	

	
	Ensure SSL certificates are installed and use a minimum 2048-bit key. 
	There should not be a pop-up to users to ask them to accept a certificate that is improper.
	

	
	If your institution uses different certificates for validation, check them upon upgrade.
	For example, you should do this to ensure the certificate is current and accurate and that content that relies on a certificate as well as third-party applications is available.
	

	System Customizations > Third-Party Tools

	Completed
	Item Tested
	Notes
	Results

	
	Verify availability of third-party tools within Learn.
	
	

	
	Verify availability of tools to different roles, such as instructors and students.
	
	

	
	Verify workflows using third-party tools.
	
	

	System Customizations > Building Blocks

	Completed
	Item Tested
	Notes
	Results

	
	Confirm compatibility with Learn. 
	This should be verified with the vendor if it is a third-party tool.
	

	
	Confirm availability of the tool within Learn.
	
	

	
	Confirm the availability of the tool to different roles, such as instructors and students.
	
	

	
	Check important workflows using these tools.
	
	

	System Customizations > Custom Portal Pages and Modules

	Completed
	Item Tested
	Notes
	Results

	
	Verify customizations made to the portal pages appear properly to different user roles. 
	
	

	
	Verify customizations made to custom modules appear properly to different user roles.
	
	

	
	Verify restricted module tabs are in place and that the correct roles can access them.
	Some institutions restrict module tabs to specific roles on campus.
	

	
	Verify tabs that are set to appear in more than one tab group appear in expected places.
	
	

	
	Verify behavior and critical workflows of custom modules for the campus or modules deployed from Building Blocks.
	
	

	
	Verify delegated users have proper access to the correct modules.
	Some institutions delegate administration of individual modules or groups (using the Domains or Institutional Hierarchy features).
	

	System Customizations > Customized System Appearance

	Completed
	Item Tested
	Notes
	Results

	
	Themes

	
	

	
	Custom Brands
	
	

	
	CSS Customizations
	
	

	
	Update customized language packs for new or removed strings.
	
	


	System Customizations > Customized Roles and Privileges

	Completed
	Item Tested
	Notes
	Results

	
	Test roles and privileges you have built at your institution.
	While Blackboard does test the roles and privileges feature, there is an endless combination of custom roles and privileges your institution can create.
	

	
	When verifying the system, perform acceptance testing while logged in as a custom role, and ensure the user has the proper privileges. 
	
	

	
	Verify enrollment process works properly.
	Do this if you are using custom course roles.
	

	
	Verify users are enrolled with the right role.
	
	

	System Integrations > Student Information System (SIS) Integration, Snapshot/Snapshot Controller, Custom Authentication

	Completed
	Item Tested
	Notes
	Results

	
	Test SIS integration.
	Validate the version and compatibility with their vendors.
	

	
	Test customized snapshot feeds and their file formats.
	
	

	
	Test the API framework.
	Check the API for any SISs or other custom integrations, such as web services.
	

	
	Test single-sign-on authentication and any other custom authentication.
	
	

	
	Ensure any remote authentication providers are functioning properly.
	
	

	
	If your institution has a Guest Access policy that does not require login, make sure it is properly functioning.
	
	


	Critical Features and Workflows > Course Reuse Processes

	Completed
	Item Tested
	Notes
	Results

	
	Test procedures for creating course shells.
	
	

	
	Test procedures for restoring or copying course content in bulk.
	Example: Reusing a set of courses from one term to the next.
	

	
	Test procedures for bulk deleting.
	Example: The practices put into place to meet retention policies.
	

	Critical Features and Workflows > Course and Content Complexity

	Completed
	Item Tested
	Notes
	Results

	
	Check configuration of tools on the course level.
	Example: Check that tools are available in the right contexts to the correct roles.
	

	
	Review Adaptive Release Rules set up by instructors for courses on an upgraded system or when the course package is reused.
	
	

	
	Check rich and complex content built for your institution.
	Example: Embedded web sites and different types of media files.
	

	
	Review content with a life cycle or content that changes over time.
	Example: At the start of a semester and at the end of a semester.
	

	
	Check the availability as well as start and end dates for reused courses.
	
	

	
	Review course templates and shells that are used to build out courses.
	Templates may require updates depending on new or enhanced functionality in Learn.
	


	Critical Features and Workflows > Critical Features for Each Role

	Completed
	Item Tested
	Notes
	Results

	
	Check start of semester and end of semester course activities that administrators perform.
	
	

	
	Check grading activities and workflows for instructors.
	
	

	
	Check password reset and other common helpdesk activities.
	
	

	
	Check content creation and updates by instructional designers.
	
	

	
	Check access to observer tools for parents and others using the role.
	
	

	Critical Features and Workflows > Large Courses

	Completed
	Item Tested
	Notes
	Results

	
	In the largest course size by content, check course files and multi-media content used within the course.
	
	

	
	In the largest course size by student, check that the course roster and Grade Center appear and function properly.
	
	

	
	Test procedures for bulk deleting.
	Example: The practices put into place to meet retention policies.
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